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PayPal

PayPal is an American based e-commerce business allowing
payments and money transfers to be made through the
Internet.

In 1998, Confinity (by Max Levchin, Peter Thiel, Luke Nosek,

and Ken Howery) established. PayPal was a service name for
money transfer service.

[n 1999, X.com (an online bank) established.

In 2000, X.com merged with Confinity and later renamed as

PayPal.
In 2002, Paypal was acquired by eBay.
In 2013, PayPal moved $180 billion in 26 currencies across 193

nations, generating a total revenue of $6.6 billion (41% of

eBay’s total profits).
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PayPal for Developer

PayPal provides four ways for you to interact with its database:
REST
O Need some programming (this lecture)

Predefined Buttons

O Simply add some PayPal buttons on your web page. No
programming involved (next lecture)

Mobile SDK
0O For iOS (Objective C) and Android (Java) programmers

Classical APIs

O Make use of non-RESTful interfaces to provide payment solutions.
This is the traditional way to connect to PayPal.
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PayPal Programming

For PayPal (programming), please register two accounts:

PayPal account
0O Used for creating our own application (app).
O

PayPal sandbox account

0O Used for testing. E.g. you do not want to use your own credit card
to complete a real transaction for testing purpose. That’s why we
need it.

O

Documentation:

Copyright (c) 2018. Gabriel Fung. All rights reserved.


https://developer.paypal.com/
https://www.sandbox.paypal.com/
https://developer.paypal.com/docs/

Sandbox

O In computer security, a sandbox is a security mechanism for
separating running programs. It is often used to execute
untested code, or untrusted programs from unverified third
parties, suppliers, untrusted users and untrusted websites.
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Developer Tools

O To create app, we need to go to the developer side:

O https://developer.paypal.com/developer

-

[ JCN | | SEEM4540 Demo | Just ar % | [P Home | PayPal Developer * | [ My Account - PayPal x

| Gabriel |

€« > C hE‘i PayPal, Inc. [US]| https://developer.paypal.com/developer

> € =

PayPaI Developer Documentation

Introducing One Touch™

The fastest mobile checkout. Period

Get the Braintree SDK

$100K USD... Read more

PayPal Here Adds Windows Support, Will Launch An EMV Card
Reader | ater This Year
https://developer.paypal.col /e i

Dashboard Support Search Q Pui Cheong ..., LogOut

Braintree_PayPal

o
& K3 K3 N

Mobile SDKs 3 REST APIs %. E Classic APIs

Easy, 100% native iOS and Android Great for simple payments using /’ y Perfect for complex payments like

SDKs that use our new REST APIs. PayPal or credit cards. More REST &4  subscriptions and checkout.

Downlcsd mobile SDICE APIs on the way. Continued updates and support.

See our REST APIs See our Classic APls

Newsfeed Blog Posts
Are you the ultimate hacker for good? Poodle SSL 3.0 Vulnerability
Help your community, win an epic axe trophy and a chance at Recently a vulnerability was published that affects a particular

version of the Secure Sockets Layer (SSL) protocol, whi...Read
more

Webhooks for REST APIs launched
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https://developer.paypal.com/developer

Developer Interface

0 The dashboard (classic UI)

] eoe /[ SEEM4540 Demo | Justar % | [P PayPal Developer % P My Account - PayPal %\ ) M]
€« - C ‘Eﬁ PayPal, Inc. [US]| https://developer.paypal.com/webapps/developer/applications/myapps o0 @ =
Paypa' Devefoper Documentation Dashboard Support Search Q  PuiCheong ..| LogOut

docsiow My REST apps

My apps
My account REST API apps

Sandbox Create an app to receive REST API credentials for testing and live transactions.

Accounts m Features available for live transactions are listed in your account eligibility.

Notifications
App name

Transactions SEEMA4540_2015_S2

IPN simulator

Classic API apps

Live

Transactions Looking for your existing PayPal Adaptive APl apps (for Payments, Accounts, Permissions, and Invoicing)? We brought them
over from x.com. They are now called Classic APl apps based on Classic APls.

Create and manage Classic APl apps. @

Copyright © 1999 - 2014 PayPal. All rights reserved. Privacy policy Legal agreements Contact us

https://developer.paypal.
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PayPal with REST API Overview

1. Checkout (e.g., after adding * 2. Request an access-token
items to shopping cart.) (based on a registered App ID)
B 3. Reply
| * 4. Send buyer information
1 (use access-token as authentication)
Buyer £ 4
A Shop PayPal

5. Reply

N

6. Redirect to PayPal Payment page

N
7

8. Reply user action (authorize or not)

~

7. Authorize payment
* 9. Complete payment

11. Reply

A

10. Reply

Copyright (c) 2018. Gabriel Fung. All rights reserved. * Means we need to implement



PayPal with REST API

General steps:

1. Create a PayPal application (a.k.a. PayPal app) from the online
PayPal developer interface.

2. In your program, connect to your PayPal application and obtain
an access token dynamically.

3. In your program, make API calls based on the dynamically
generated access token.

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Create a PayPal App

eoce P PayPal Developer x 4 P sandbox Test Accounts | P % ) | Gabriel “_

= € | PayPal, Inc. [US]|https://developer.paypal.corg aoplications/myapps w E =

Dashboard Search Q | Pui Cheong ..| LogOut

Acplcatons My REST apps

My apps
REST API apps
Create an app to receive REST API credentials for testing and live transactions.

m Features available for live transactions are listed in your account eligibility.

Notifications
App name

Transactions
Create your first app to view it here

IPN simulator

Live Classic API apps

Transactions Looking for your existing PayPal Adaptive APl apps (for Payments, Accounts, Permissions, and Invoicing)? We brought them
over from x.com. They are now called Classic API apps based on Classic APls.

Create and manage Classic APl apps. &

Copyright @ 1999 - 2014 PayPal. All rights reserved. Privacy policy Legal agreements Contact us

https://www.paypal.com/us/cgi-bin/webscr?cmd=_confirm-email
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Create a PayPal App (cont’d)

O A sample screen shot

ece /[P PayPal Developer % | [P PayPal Developer | PayPal x | [® Merchant Servicesand Pz % | |Gabriel |l
¢« ->C ‘@ PayPal, Inc. [US]|https://daveloper.paypal.com/webapps/developer/applications/createapp o @ =
PayPal Developer Documentation ~ Dashboard  Support Search Q | PuiCheong .. LogOut

Applications
My apps

My REST apps > New app

My account

Create new app
Sandbox

Create an app to receive REST AP credentials for testing and live transactions.
Accounts

Notifications m Features available for live transactions are listed in your account eligibility.

Transactions
z APPLICATION DETAILS BASIC INFORMATION THAT PAYPAL NEEDS TO CREATE YOUR APP
IPN simulator

Live App name

R SEEM4540_2015_S2

Sandbox developer account

pcfung-facilitator@se.cuhk.ed %

As a reminder, all apps created under your account should be related to your business and the type of business it
conducts.

By clicking the button below, you agree to PayPal Developer Agreement.

Copyright © 1939 - 2014 PayPal. All rights reserved. Privacy policy Legal agreements Contact us
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Create a PayPal App (cont’d)

O A sample screen shot

J ece . |'| SEEM4540 Demo | Just ar % P PayPal Developer % I My Account - PayPal RN | Gabriel ‘1
€« ->C \ PayPal, Inc. [US]\ https://developer.paypal.com/webapps/developer/applications/myapps o @ =
PayPa' Devefoper Documentation Dashboard Support Search Q | PuiCheong ..| LogOut

Aophontions My REST apps

My apps
Ny accon REST API apps
Sandbox Create an app to receive REST API credentials for testing and live transactions.
s [ Features available for live transactions are listed in your account eligibility.
Notifications
App name
Transactions -
SEEM4540_2015_S2 [}
IPN simulator
e Classic APl apps
Transactions Looking for your existing PayPal Adaptive APl apps (for Payments, Accounts, Permissions, and Invoicing)? We brought them
over from x.com. They are now called Classic API apps based on Classic APIs.
Create and manage Classic APl apps. @
Copyright © 1999 - 2014 PayPal. All rights reserved. Privacy policy Legal agreements Contact us
Copyright (¢) 2018. Gabriel Fung. All reserved. pewre) B o T ——




Create a PayPal App (cont’d)

O A sample screen shot

eoce P PayPal Developer % ([P PayPal Developer | PayPal x | I Merchant Services and Pz % | Gabriel |
[ Cc }B PayPal, Inc. [US]| https://developer.paypal.com/webapps/developer/applications/createapp ke @ =
Paypal Devefoper Documentation Dashboard Support Search Q  PuiCheong .. LogOut
Applications %
My REST apps : SEEM4540_2015_S2

My apps

My account

Sandbox App successfully created. Use test credentials to test your application in Sandbox environment.

Accounts

Notifications

Transactions SEEM4540_201 5_32

IPN simulator
APP DETAILS

Live

Transactions
App name : SEEM4540_2015_S2
App display name : SEEM4540_2015.82 /

App redirect URLs Edit
Redirect URLs are required for Future Payment and Log In with PayPal features.

Sandbox credentials

Your sandbox credentials are enabled for all features in your app.

Sandbox account : pefung-facilitator@se.cuhk.edu.hk

Client ID and Secret are used to
Client ID : AdB0-khNk1ZyB-uiBVVth-Xmdri7i_hV_ntluug_MfgJO =
= obtain your access token

Secret . EJo2HIGeS8CeHSwLaNOYILyQnYOblisHXowMFSpjgal1Zg
TcsMEI

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Get an Access Token (cont’d)

O  APIL:

O https://developer.paypal.com/docs/api/

©) The following screen shows cURL implementation.

Non-US developers: please read our FAQ.

The PayPal API uses HTTP verbs and a RESTful endpoint structure. OAuth
2.0 is used as the AP| Authorization framework. Request and response
payloads are formatted as JSON.

Table of Contents

API operations: API operation information.
Authentication & Headers: Authentication and header details.

Paging & Filtering: Details on filtering and paging lists of results.
HATEOAS Links: Information on hyperlinks for interacting with the API
dynamically.

Payments
o Payment: Create payments or get details of one or more
payments.
= Create a payment
= Execute an approved PayPal payment
= Look up a payment resource
= Update a payment resource
= List payment resources
o Sale Transactions: Get and refund completed payments (sale
transactions).
= Look up a sale

Copyright (c) 2018. Gabriel Fungy. All rights reserved.

Click a tab to see sample code in the corresponding language.

cURL calls

We use cURL calls in this guide so that you can try them yourself. You
can download cURL software if needed. Be sure to include your own
access token and payment-specific IDs for calls.

Important: The sample requests in this guide are examples only and
not runnable as-is. You should substitute all call-specific parameters
(such as tokens and IDs) with your own values.

o0 [ "] SEEM4540 Demo | Just ar %  [® REST AP Reference - Pay x ( [® My Account - PayPal % [P My Account - PayPal X\ ‘w;
&~ c f {8 PayPal, Inc. [US]| https://developer.paypal.com/docs/api/ X1 1 c =
PayPa' Deve{ope,- Documentation Dashboard Support Search
REST API Classic APIs
REST API Reference cURL Ruby Python Nodejs PHP Java C#



https://developer.paypal.com/docs/api/

cURL

A software project providing a library and a command-line
tool for transferring data using various protocols.

Some people pronounce it as “see-U-R-L’, whereas some
pronounce it as ‘crew .

A lot of related tools and framework, such as libcurl.

Copyright (c) 2018. Gabriel Fung. All rights reserved.



PayPal PHP SDK

PayPal provides a full-featured SDK for PHP Developers!

PayPal PHP SDK is the official Open Source PHP SDK for
supporting PayPal Rest APIs. Checkout all the supporting
documents, samples, codebase from:

// PayPal PHP SDK ©

Copyright (c) 2018. Gabriel Fung. All rights reserved.


http://paypal.github.io/PayPal-PHP-SDK/

PayPal PHP SDK Installation

O Follow the instruction here:

https://eithub.com/paypal /PayPal-PHP-SDK /wiki/Installation-
Direct-Download

Copyright (c) 2018. Gabriel Fung. All rights reserved.


https://github.com/paypal/PayPal-PHP-SDK/wiki/Installation-Direct-Download

PayPal PHP SDK - Your First Call

To make sure you have installed everything correctly, please
write a sample PHP file with the following content:

Note: it is based on the instructions in:
®)

<Iphp
require __DIR__ . '/PayPal-PHP-SDK/autoload.php’;
$clientld = "xxxooxxxx"s
$secret = "xoxoxxxxxxx's
$apiContext = new \PayPal\Rest\ApiContext(
new \PayPal\Auth\OAuthTokenCredential($clientld, $secret)

);

Copyright (c) 2018. Gabriel Fung. All rights reserved.


https://github.com/paypal/PayPal-PHP-SDK/wiki/Making-First-Call

PayPal PHP SDK - Your First Call (cont’d)

$creditCard = new \PayPal\Api\CreditCard();

$creditCard->setType("visa"
>setNumber("4417119669820331")
>setExpireMonth("11")
>setExpireYear("2019")
>setCvv2("012")
>setFirstName("Joe")
>setLastName("Shopper");

try {
$creditCard->create($apiContext);
echo "success";

}

catch (\PayPal\Exception\PayPalConnectionException $ex) {
echo $ex->getData();

>

Copyright (c) 2018. Gabriel Fung. All rights reserved.



PayPal PHP SDK - Your First Call (cont’d)

[f you install everything correct, you should get the word
“success’ on the screen.

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Make API Calls

With a valid access token, you're ready to make a request to
web services via REST API interface.

In the following, we will demonstrate how to make a payment
transaction.

We need to create three pages:

1. Process Payment page

2. Confirm Payment page

3. Cancel Payment page

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - payment_process.php (1)

<Iphp
require __DIR__.'"/PayPal-PHP-SDK/autoload.php'; // include the SDK

use PayPal\Api\Amount; // use the PayPal resources
use PayPal\Api\Details;

use PayPal\Api\ltem;

use PayPal\Api\ItemList;

use PayPal\Api\Payer;

use PayPal\Api\Payment;

use PayPal\Api\RedirectUrls;

use PayPal\Api\Transaction;

$clientld = "ooxxxx"; // set your client ID and Secret
$secret = "xxxxxxxx'";
$apiContext = new \PayPal\Rest\ApiContext(

new \PayPal\Auth\OAuthTokenCredential($clientld, $secret) // get the access token

)

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - payment_process.php (2)

$payer = new Payer(); // create a payer
$payer->setPaymentMethod("paypal");

$item1 = new Item(); // your items. Note: they should be get dynamically!
$item1->setName('Coffee Bean'); // for demonstration, we hard-code them
$item 1->setCurrency('HKD");

$item 1->setQuantity(1);

$item 1->setPrice(75);

$item?2 = new Item();
$item2->setName('Chinese Tea);
$item2->setCurrency(HKD");
$item2->setQuantity(3);
$item2->setPrice(200);

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - payment_process.php (3)

$itemList = new [temList(); // combine all items into a list

$itemList->setltems(array($item 1, $item2));

$details = new Details(); // add other details, such as shipping
$details->setShipping(200);
$details->setSubtotal(675); // make sure the amount (without shipping) is correct!

$amount = new Amount();

$amount->setCurrency("HKD");

$amount->setTotal(875); // make sure the amount (included shipping) is correct!
$amount->setDetails($details);

$transaction = new Transaction();
$transaction->setAmount($amount);
$transaction->setltemList($itemList);

$transaction->setDescription("Detailed description");

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - payment_process.php (4)

$redirectUrls = new RedirectUrls();
$redirectUrls->setReturnUrl("http://.../payment_confirm.php"); // make sure it exists
$redirectUrls->setCancelUrl("http://.../payment_cancel.php"); // make sure it exists

$payment = new Payment();
$payment->setIntent("sale");
$payment->setPayer($payer);
$payment->setRedirectUrls($redirectUrls);
$payment->setTransactions(array($transaction));
try {
$payment->create($apiContext);
$paymentLink = payment->getApprovalLink(); // the link
header("location: ".$paymentLink); // redirect to another php/html page
}
catch (Exception $ex) {
exit($ex);
}

>

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - A Sample Output

O A sample output

® © ® | ppaywitha PayPal accour x

' Gabriel |

€« =>C \ ﬂ PayPal, Inc. [US]\https://www.sandboxpaypal.com/hk/cgi-bin/merchampaymentwab?cmd:_ilow&SESSION:CBOSyICWDEquh_ES_T... ey @

test facilitator's Test Store

‘Your order summary
Descriptions

Some description.

You'll be able to see your order details before
you pay.

Site Feedback [-]

Choose a way to pay

~ Pay with my PayPal account POYPCI, &
a omplete the purchase

pcfung@se.cuhk.edu.hk

i Use the sandbox account for

__________ payment. Not your real account.

Cancel and return to test facilitator's Test Store.

[t will redirect to your cancel page

PayPal. The safer, easier way to pay. For more information, read our User Agreement and Privacy Poli

Copyrit (c) 2018. Gabriel Fung. All rights reserved.




Process Payment - A Sample Output (cont’d)

O A sample output

-

ece P Review youri i x \ P Test 1P x | Gabriel |

€« > C ]E PayPal, Inc. [US]\https://www.sandbox.pypal.com/hk/ogi-bin/merchantpaymentweb?cmd:_flow&SESSION:CBO3leWDEq2rh_E5_T... s @ =

test facilitator's Test Store

Review your information
Your order summary

Descriptions

pi PayPal &

Some description. EM

You'll be able to see your order details before Shipping address & Change
i test buyer

1 Main St
San Jose, CA 95131
United States

Note to seller: Add

Payment methods /7 Change

PayPal Balance

PayPal Conversion Rate as of Feb 25, 2015: 1 U.S. Dollar = 7.55805 Hong Kong Dollars

PayPal gift card, certificate, reward, or other discount Redeem
View PayPal policieg -

Contact information It Will redireCt tO your Confirm page

Rse. culiR.ean.!

You're almost dg U will confirm your payment on test facilitator's Test Store.

Copyright (c) Zd 18. Gabriel Fung. All righfs reserved.



Process Payment - Funny Issue 1

O  When I was preparing the lecture note (in 2015 Semester), |
have the following error in the whole night.

e®e0 | P Error - Cookies are blockes |

« € = | @ PayPal, Inc. [US] | www.sandbox.paypal.com/hk/cgi-bin/merchantpaymentweb (@]

PayPal ...
Test Site
' PayPal
/ ! \ Please accept cookies to check out.
Cookies are blocked Brsecure Payments

After spending 3 hours for debugging, I give up.
[t turns out that it is PayPal sandbox is down...
Not my problem... (News also reported this as well!)

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Process Payment - Funny Issue 2

When I was preparing the lecture note (in 2016 Semester), |
have the following error:

SSL operation failed with code 1. OpenSSL Error messages:
error:14077410:SSL
routines:SSL.23 GET SERVER _HELLO:sslv3 alert handshake

failure in ...

After spending an hour, finally, I realized that it is because

PayPal updated its underlying SSL model and my computer
not yet updated...

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Cancel Payment

To write a cancel payment page is very simple. For example:
1. Create a file in paypal/payment_cancel.php
2. Write the following content:

<b>You have canceled your payment</b>

Copyright (c) 2018. Gabriel Fung. All rights reserved.



Confirm Payment - payment_confirm.php (1)

<Iphp
require __DIR__.'"/PayPal-PHP-SDK/autoload.php';

use PayPal\Api\ExecutePayment;
use PayPal\Api\Payment;
use PayPal\Api\PaymentExecution;

$clientld = "xoxxxxx";
$secret = "xxxxxxXX";
$apiContext = new \PayPal\Rest\ApiContext(

new \PayPal\Auth\OAuthTokenCredential($clientld, $secret)

%

$paymentld = $_GET['paymentld'];
$payment = Payment::get($paymentld, $apiContext);

$execution = new PaymentExecution();

$execution->setPayerld($_GET][ PayerID']);
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Confirm Payment - payment_confirm.php (2)

try{

$result = $payment->execute($execution, $apiContext);

$payment = Payment::get($paymentld, $apiContext);

echo "Thank you for your payment"; // or redirect to another page using header(...)
}
catch (Exception $ex) {

exit($ex);

}

>

Copyright (c) 2018. Gabriel Fung. All rights reserved.



PayPal Payment

Try to combine everything together by yourself!
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Shopping Cart

O Now the only thing we left is to create a shopping cart for
people to buy products.

O We will discuss this next.

Copyright (c) 2018. Gabriel Fung. All rights reserved.





